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MULTI-FREQUENCY RF SNIFFER PROBE

Technical Field

This disclosure relates generally to Radio Frequency (RF) sniffer probes, and more

particularly to a near-field RF sniffer probe for detecting multiple frequencies.

Background

For every radio device, radio designs are required to comply with Electromagnetic
Compatibility (EMC) standards of a given region or country. Alimost every country has a
list of restricted frequency bands and a radio device should not disturb these restricted
frequency bands with radio transmissions because of a poor RF design. Moreover,
requirement of some other standards, which are concerned with emission time and
maximum power levels that may potentially be harmful for humans and other living
beings, also need to be satisfied and met. However, the list of such restricted frequency

bands and necessary compliance requirements is considerably large.

In order to determine compliance of a radio device, an RF sniffer probe is used to
measure electric fields and radio frequencies in an electronic circuit. The RF sniffer
probe typically includes an antenna that detects electric fields and radio frequencies.
The antenna detects a frequency which falls within a particular frequency band, such
as, in Kilohertz (KHz), Megahertz (MHz), or Gigahertz (GHz) range. However, the
antenna is tuned, such that, it detects a frequency of interest within the particular

frequency band only.

1
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In some conventional RF sniffer probes, the antennas may be changed every time
frequencies in different frequency bands are required to be detected. Thus, the user has
to attach a new antenna based on the frequency band of interest. The changing of
antennas is performed manually, which consumes both manual effort and time. In some
other conventional systems, very large RF detecting device are used to detect multiple
frequencies, however, owing to the large size, it becomes difficult to detect electric fields

in small circuits, such as, a Printed Circuit Board (PCB) Assembly.

SUMMARY

In one embodiment, a near-field Radio Frequency (RF) sniffer probe is described. The
near-field RF sniffer probe includes a plurality of antennas, such that, each of the
plurality of antennas is configured to detect a unique frequency band from a plurality of
frequency bands. The near-field RF sniffer probe additionally include a microcontroller
communicatively coupled to the plurality of antennas. The microcontroller selectively
operates each of the plurality of antennas to detect a frequency within an associated

frequency band.

In another embodiment, a near-field receiver for sniffing a plurality of frequency bands.
The near-field receiver includes a plurality of antennas. Each of the plurality of antennas
is configured to detect a unique frequency band from a plurality of frequency bands. A
microcontroller selectively operates each of the plurality of antennas to detect at least

one frequency in an associated frequency band.
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In yet another embodiment, a RF sniffer probe includes a connecting module configured
to receive a near-field receiver comprising a plurality of antennas. Each of the plurality
of antennas is configured to detect a unique frequency band from a plurality of
frequency bands. The RF sniffer probe further includes a microcontroller
communicatively configured to selectively operate each of a plurality of antennas to

detect a frequency within an associated frequency band.

It is to be understood that both the foregoing general description and the following
detailed description are exemplary and explanatory only and are not restrictive of the

invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part of this
disclosure, illustrate exemplary embodiments and, together with the description, serve
to explain the disclosed principles.

FIG. 1 illustrates a schematic diagram of a near-field Radio Frequency (RF) sniffer
probe, in accordance with an embodiment;

FIG. 2 illustrates a schematic diagram of a near-field RF sniffer probe, in accordance
with another embodiment; and

FIG. 3 illustrates a schematic diagram of a near-field receiver that may be attached to

and detached from an RF sniffer probe, in accordance with an exemplary embodiment.
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DETAILED DESCRIPTION

Exemplary embodiments are described with reference to the accompanying drawings.
Wherever convenient, the same reference numbers are used throughout the drawings
to refer to the same or like parts. While examples and features of disclosed principles
are described herein, modifications, adaptations, and other implementations are
possible without departing from the spirit and scope of the disclosed embodiments. It is
intended that the following detailed description be considered as exemplary only, with

the true scope and spirit being indicated by the following claims.

Referring now to FIG. 1, a schematic diagram of a near-field Radio Frequency (RF)
sniffer probe 100 is illustrated, in accordance with an embodiment. The near-field RF
sniffer probe 100 may be a system on chip arrangement. In an embodiment, the near-

field RF sniffer probe 100 may be a hand-held device.

The near-field RF sniffer probe 100 may be used to detect frequencies within a plurality
of frequency bands for a radio device in order to evaluate RF performance of the radio
device. Evaluation of the RF performance may include determining interference with
restricted frequency bands, spurious radio emissions, and harmful power levels. The
range for the plurality of frequency bands may include, but is not limited to Hertz (Hz),
Kilohertz (KHz), Megahertz, (MHz), Gigahertz (GHz), Petahertz (PHz), Terahertz (THz),
and Exahertz (EHZ). By way of an example, the plurality of frequency bands, may
include, but are not limited to 9KHz-MHz, 1MHz-30MHz, 30MHz-300MHz, and 300MHz-

1GHz. The radio device scanned by the near-field RF sniffer probe 100 may include
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small size electronic circuits and electronic boards, for example, a Printed Circuit Board

(PCB) Assembly.

In order to detect frequencies within the plurality of frequency bands, the near-field RF
sniffer probe 100 includes an antenna 102a, an antenna 102b, an antenna 102c, and an
antenna 102d, collectively referred to as a plurality of antennas 102. Each of the
plurality of antennas 102 is configured to detect a unique frequency band from the
plurality of frequency bands. In other words, a given antenna is tuned to detect

frequencies only within a given frequency band.

As each of the plurality of antennas 102 scans a different frequency band, the near-field
RF sniffer probe 100 may detect frequencies within any frequency band without any
manual intervention during the process of frequency detection. The plurality of antennas
102 capture spikes/spurs/harmonic at respective tuned frequency bands. The type of
antennas used for the plurality of antennas 102 may include, but are not limited to
broadband antenna, frequency independent antennas, smart antennas, active

antennas, and carbon nanotube antennas.

In order to affix or attach the plurality of antennas 102 to the near-field RF sniffer probe
100, a plurality of micro connectors 104 in the near-field RF sniffer probe 100 may
cooperate with the plurality of antennas 102. The plurality of micro connectors 104
include a micro connector 104a, a micro connector 104b, a micro connector 104c, and a

micro connector 104d. In an embodiment, each of the plurality of micro connectors 104
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may receive an antenna from the plurality of antennas 102. By way of an example, the
micro connector 104a receives the antenna 102a, the micro connector 104b receives
the antenna 102b, the micro connector 104c receives the antenna 102c, and the micro
connector 104d receives the antenna 102d. In other words, an antenna from the
plurality of antennas 102 may be plugged into an associated micro connector from the
plurality of micro connectors 104. Each of the plurality of micro connectors 104 may

include a provision to facilitate the same.

Once an antenna is attached to the near-field sniffer probe 100, by way of being
plugged into a micro connector, the antenna may later be detached from the micro
controller without damaging the antenna. By way of an example, after the antenna 102a
has been plugged into the micro controller 104a, the antenna 102a may later be
detached without damaging the antenna 102a or the near-field sniffer probe 100. Thus,
the plurality of micro connectors 104 enables attachment and detachment of the

plurality of antennas 102 from the near-field sniffer probe 100.

In an embodiment, each of the plurality of micro connectors 104 additionally enable
unrestricted orientations for each of the plurality of antennas 102, once received by the
plurality of micro connectors 104. By way of an example, once the antenna 102b has
been plugged into the micro connector 104b, the micro connector 104b may enable the
antenna 102b to be rotated at various angles to detect frequencies in a device under

test. The rotation may be controlled manually by a user. Alternatively, the rotation may
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be controller by an electronically controlled ball joint. In this case, a Micro-Electro

Mechanical Systems (MEMS) motor may be affixed within the micro connector 104b.

The operation of the plurality of antennas 102 may be controller by a microcontroller
106, which is communicatively coupled to the plurality of antennas 102. The
microcontroller 106 selectively operates each of the plurality of antennas 102 to detect a
frequency within an associated frequency band. By way of an example, the antenna
102a may be operated to detect frequencies in the frequency band that the antenna
102a is tuned to detect. In order to operate an antenna from the plurality of antennas
102, the scanning functionality of the antenna may be activated by the microcontroller

106.

In an embodiment, the microcontroller 106 may control the operation of each of the
plurality of antennas 102 through a switch 108 in the near-field RF sniffer probe 100.
The switch 108 may be communicatively coupled to the microcontroller 106 and the
plurality of antennas 102. It will be apparent to a person skilled in the art that the near-
field RF sniffer probe 100 is not limited to the switch 108 and may include multiple such
switches to operate more antennas. By way of an example, one switch (for example, the

switch 108) may be used to operate a set of four antennas.

The switch 108 may enable the microcontroller 106 to operate each of the plurality of
antennas 102 individually one after the other. The switch 108 may additionally enable

the microcontroller 106 to operate each of the plurality of antennas 102 based on a
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predefined sequence, which may be configured and later modified by a user. By way of
an example, the microcontroller 106 may operate the antennas 102a-102d, such that,
the antenna 102a is operated first, followed by the antenna 102b, the antenna 102c,
and the antenna 102d in a sequence. The sequence may be repeated each time
operation of the antenna 102d culminates. It will be apparent to a person skilled in the
art that the predefined sequence may keep on changing in every subsequent iteration.
By way of an example, in the first iteration the sequence may be:
102a>102b>102c>102d and in the second iteration, the sequence may be

102b->102d->102a—>102c.

Additionally, the microcontroller 106 may operate each of the plurality of antennas 102
after periodic time intervals, which may be configured and later modified by a user. By
way of an example, the microcontroller 106 may operate each of the antennas 102a-
102d for a period of two seconds each, after expiry of which, the microcontroller 106
may switch to the next antenna in the sequence through the switch 108. Thus, the
microcontroller 106 may first start operating the antenna 102a, and after expiry of two
seconds, may switch to the antenna 102b and so on till the antenna 102d is operated

for two seconds.

Thereafter, the microcontroller 106 may switch back to the antenna 102a in order to
repeat the sequence till the near-field RF sniffer probe 100 is switched on and is in
operation. It will be apparent to a person skilled in the art that the periodic time intervals

for operation of each of the plurality of antennas 102 may not be fixed and may be
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varied. By way of an example, the microcontroller 106 may operate the antenna 102a
for three seconds and may switch to the antenna 102b thereafter, which may be
operated for two seconds, followed by the antenna 102c for five seconds, and the
antenna 102d for one second. In an embodiment, these periodic time intervals may be

fixed based on a frequency band that an antenna is tuned to detect.

The periodic time intervals or the rate at which the switch 108 switches between the
plurality of antennas 102 may be controller and varied through a scanning speed
module. The scanning speed module controls frequency scanning speed for each of the

plurality of antennas 102. This is further explained in detail in conjunction with FIG. 2.

In order to determine one or more frequencies detected by the plurality of antennas 102,
one or more filtering and matching modules 110 are communicatively coupled to the
plurality of antennas 102. In the current embodiment, a unique filtering and matching
module is coupled to each of the plurality of antennas 102. Thus, a filtering and
matching module 110a is communicatively coupled to the antenna 102a, a filtering and
matching module 110b is communicatively coupled to the antenna 102b, a filtering and
matching module 110c is communicatively coupled to the antenna 102c, and a filtering
and matching module 110d is communicatively coupled to the antenna 102d. In an
embodiment, the near-field RF sniffer probe 100 may include a single filtering and
matching module that is coupled to each of the plurality of antennas 102. In another
embodiment, each of the one or more filtering and matching modules 110 may be

implemented as a separate filtering module and a separate matching module.
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Each of the one or more filtering and matching modules 110 may match a frequency
with an associated antenna from the plurality of antennas 102 and may additionally
provide maximum power at the output. By way of an example, the filtering and matching
module 110a may match a frequency with the antenna 102a and may provide maximum
power at the output of the filtering and matching module 110a. In an exemplary
embodiment, each of the plurality of antennas 102 may be matched to 50 ohms with a
coupled filtering and matching module. By way of an example, the antenna 102d may

be matched to 50 ohms with the filtering and matching module 110d.

Additionally, each of the one or more filtering and matching modules 110 may filter “Out
of band” signals and spurious emissions. As a result, only the frequencies that are
intended to be detected are left and passed on for further analysis. In an embodiment, a
matching circuit within each of the one or more filtering and matching modules 110 may
be active/passive or fixed/tunable. Similarly, a filter circuit within each of the one or

more filtering and matching modules 110 may be fixed/tunable.

The signals that are received as an output from the one or more filtering and matching
modules 110 may need amplification before being passed on for further analysis. To
this end, the near-field RF sniffer probe 100 may include one or more broadband pre-
amplifiers 112 that amplify output of the one or more filtering and matching modules
110. The one or more broadband pre-amplifiers 112 may be coupled to the

microcontroller 106 and may include a broadband pre-amplifier 112a that may be

10
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coupled to the filtering and matching modules 110a, a broadband pre-amplifier 112b
that may be coupled to the filtering and matching modules 110b, a broadband pre-
amplifier 112c that may be coupled to the filtering and matching modules 110c, and a
broadband pre-amplifier 112d that may be coupled to the filtering and matching
modules 110d. The microcontroller 106 may control the amplification factor for the one

or more broadband pre-amplifiers 112.

After amplification, information related to one or more detected frequencies may be sent
through the switch 108 to a spectrum analyzer 114, via an interface (not shown in FIG.
1). The interface, for example, may be a coaxial cable. Alternatively, the interface may
be a Fiber-Optic cable coupling for high frequency signals that are greater than 30GHz.
The spectrum analyzer 114 may measure the one or more detected frequencies and
may provide readings associated with the one or more detected frequencies. In an
embodiment, the near-field RF sniffer probe 100, while in operation, is continuously

connected to the spectrum analyzer 114.

In order to provide portability, the near-field RF sniffer probe 100 may include a battery
116, which may be rechargeable or replaceable. Alternatively, the near-field RF sniffer
probe 100 may be directly connected to a power source by way of an adapter (not
shown in FIG. 1). The battery 116 may provide power to each component within the
near-field RF sniffer probe 100 in order to detect one or more frequencies in the plurality
of frequency bands. The operation of the near-field RF sniffer probe 100 may be

controlled by a button 118, which may be a push button or a switch, that may be

11
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activated to turn on the near-field RF sniffer probe 100 and may be deactivated to turn
off the near-field RF sniffer probe 100. When the button 118 is activated, the
microcontroller 106 may get activated from sleep and initiate operating the plurality of
antennas 102. The button 118 may thus facilitate in conserving the battery 116 by
activating the microcontroller 106 only when required. In an embodiment, the button 118
may be replaced with one or more sensors. This is explained in detail in conjunction

with FIG. 2.

The near-field RF sniffer probe 100 may further include a memory (not shown in FIG. 1)
coupled to the microcontroller 106. The memory may be used to store configuration
data for the microcontroller 106 in order to operate the one or more filtering and
matching modules 110, the one or more broadband Pre-amplifiers 112, the switch 108,
the plurality of antennas 102, and the plurality of micro connectors 104. In an
embodiment, the configuration data may be provided by a computing device 120 that
may be communicatively coupled to the microcontroller 106 via an interface (not shown
in FIG. 1). The configuration data may include, but is not limited to frequency scanning
speeds, the plurality of key combinations, lock known antennas, probe calibration, or
amplification factor. The computing device 102, for example, may include, but is not
limited to a desktop, a laptop, a smart phone, or a tablet. A user may configure the near-
field RF sniffer probe 100 through a Graphical User Interface (GUI) on the computing
device 120. The interface, for example, may include, but is not limited to Universal
Asynchronous Receiver-Transmitter (UART), Universal Serial Bus (USB), micro USB, or

Ethernet.

12
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Referring now to FIG. 2, a schematic diagram of a near-field RF sniffer probe 200 is
illustrated, in accordance with another embodiment. In addition to the components and
modules in the near-field RF sniffer probe 100, the near-field RF sniffer probe 200 may
include a scanning speed module 202 that is communicatively coupled to the
microcontroller 106. The scanning speed module 202 controls frequency scanning
speed for each of the plurality of antennas 102. In other words, a user may interact with
the scanning speed module 202 to control the time period for which each of the plurality
of antennas 102 is to be operated in order to detect one or more frequencies in the

plurality of frequency bands.

The scanning speed module 202 further includes a plurality of keys 204 (for example,
Keys A, B, C, and D). There may be a plurality of key combinations for the plurality of
keys 204. Each of the plurality of key combinations is associated with a predefined
frequency scanning speed for one or more of the plurality of antennas 102. By way of
an example, when only the key A is pressed, the microcontroller 106 may operate the
plurality of antennas 102, such that, two seconds are spent for operating each of the
plurality of antennas 102, before switching to a subsequent antenna in the sequence.
Similarly, the key B may be linked with five seconds per antenna, the key C may be
linked with 8 seconds per antenna, and the key D may be linked with 10 seconds per
antenna. By way of another example, simultaneous pressing of two or more keys may

result in addition, subtraction, or multiplication of the associated scanning speeds.

13
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When the key A and the key B are pressed simultaneously, it may lead to multiplication

of the associated scanning speeds.

In an embodiment, the plurality of keys 204 may also be used to determine the
sequence in which the plurality of antennas 102 are to be operated. By way of an
example, pressing the key A may indicate that the plurality of antenna 102 have to be
operated in the following sequence: 102a->102b->102c—>102d. Similarly, pressing the
key B may indicate that the sequence is: 102a->102d—>102b—>102c and pressing the

key C may indicate that only even numbered antenna are to be operated.

In order to indicate a currently active key combination from the plurality of key
combinations, the near-field RF sniffer probe 200 may include a display module 206 that
is communicatively coupled to the microcontroller 106. The display module 206 may
include one of Light Emitting Diodes (LED) lights, a Liquid Crystal Diode (LCD) screen,
or a touch screen. When the display module 206 includes one or more LED lights, the
current frequency scanning speed or the currently active key combination may be
indicated by blinking pattern of the one or more LED lights. Alternatively, when the
display module 206 is an LCD screen, the current frequency scanning speed or the
currently active key combination may be displayed on the LCD screen. Further, when
the display module 206 is a touch screen, in addition to displaying the current frequency
scanning speed, the display module 206 may also display a plurality of touch buttons,
which can be activated by the user to activate one or more of the plurality of key

combinations. In this case, the near-field RF sniffer probe 200 may not include the

14
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scanning speed module 202, as the display module 206 may perform functionality of the

scanning speed module 202.

To further control the operation of the near-field RF sniffer probe 200, one or more
sensors 208 may be used. The one or more sensors 208 may be communicatively
coupled to the microcontroller 106 and may control activation and deactivation of the
microcontroller 106. Examples of the one or more sensors 208 may include, but are not
limited to one or more of proximity sensor, pressure sensor, or motion sensor. By way
of an example, shaking the near-field RF sniffer probe 200 with a predefined intensity
may activate a motion sensor in the near-field RF sniffer probe 200, which may further
activate the microcontroller 106. In a similar manner, a subsequent shaking of the near-
field RF sniffer probe 200 with the predefined intensity may deactivate the
microcontroller 106. By way of another example, holding the near-field RF sniffer probe
200, such that, a hand of a user covers a proximity sensor, may activate the
microcontroller 106. Releasing the hand may lead to deactivation of the microcontroller
106. The one or more sensors 208 may be used in addition to the button 118.

Alternatively, the one or more sensors 208 may replace the button 118.

In addition to the near-field RF sniffer probe 100 and the near-field RF sniffer probe 200,

another implementation of a near-field RF sniffer probe is illustrated in FIG. 3.

Referring now to FIG. 3, a schematic diagram of a near-field receiver 300 that may be

attached to and detached from an RF sniffer probe 302 is illustrated, in accordance with

15



WO 2018/154446 PCT/IB2018/051047

an exemplary embodiment. Attaching the near-field receiver 300 with the RF sniffer
probe 302 may result into one of the near-field RF sniffer probe 100 or the near-field RF

sniffer probe 200.

The near-field receiver 300 includes the plurality of antennas 102 and the plurality of
micro connectors 104. This has already been explained in detail in conjunction with FIG.
1. The near-field receiver 300 further includes a connecting module 304 that enables
the near-field receiver 300 to attach with the RF sniffer probe 302. The connecting
module 304 further enables detachment of the near-field receiver 300 from the RF
sniffer probe 302, without damaging either the near-field receiver 300 or the RF sniffer

probe 302.

Similarly, the RF sniffer probe 302 includes a connecting module 306 that is configured
to receive the near-field receiver 300. Each of the connecting module 304 and the
connecting module 306 cooperate with each other in order to form a near-field RF
sniffer probe. The functionality of this near-field RF sniffer probe is same as that of the
near-field RF sniffer probe 100 and the near-field RF sniffer probe 200. Once the
connecting modules 304 and 306 are interlocked, a microcontroller 308 becomes aware
of such connection and is activated. Thereafter, the microcontroller 308 is able to
operate the plurality of antennas 102 through a switch 310. The plurality of antennas
102 are further able to communicate with a filtering and matching module 312, which is
further coupled to a broadband pre-amplifier 314. After amplification in the broadband

pre-amplifier 314, information related to one or more detected frequencies may be sent

16
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through the switch 108 to the spectrum analyzer 114, via an interface (not shown in
FIG. 2). The RF sniffer probe 302 further includes a battery 316 and a button 318. The
RF sniffer probe 302 may also be coupled to the computing device 120 via the
microcontroller 308 in order to receive configuration data for the microcontroller 308.
This has been explained in detail in conjunction with FIG. 1. Each of the components in
the RF sniffer probe 302 have similar functionalities as the analogous components in
the near-field RF sniffer probes 100 and 200. It will be apparent to a person skilled in
the art that the RF sniffer probe 302 may include any component illustrated in the near-

field RF sniffer probes 100 and 200.

A near-field RF sniffer probe thus provided is a low cost and compact hand-held device
for radio engineers. The near-field RF sniffer probe includes multiple antennas, each of
which is tuned to a unique frequency band. As a result, a wide range of frequency
bands can be scanned by a single near-field RF sniffer probe. Moreover, the scanning
and switching speed between the multiple antennas is also adjustable. The output of the
near-field RF sniffer probe is integrated to a spectrum analyzer, resulting in real-time
analysis of the detected frequencies. Additionally, the near-field RF sniffer probe may
include optional active tuning for specific frequency bands and an optional pre-
amplification to detect low power noise/signal. The near-field RF sniffer probe is battery
operated and thus may have better floor noise. As a result of the above advantages, the
near-field RF sniffer probe troubleshoots a radio device within three to four hours, when

compared to three to four days taken by conventional RF sniffer probes.

17
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The illustrated steps are set out to explain the exemplary embodiments shown, and it
should be anticipated that ongoing technological development will change the manner in
which particular functions are performed. These examples are presented herein for
purposes of illustration, and not limitation. Alternatives (including equivalents,
extensions, variations, deviations, etc., of those described herein) will be apparent to
persons skilled in the relevant art(s) based on the teachings contained herein. Such

alternatives fall within the scope and spirit of the disclosed embodiments.

It is intended that the disclosure and examples be considered as exemplary only, with a

true scope and spirit of disclosed embodiments being indicated by the following claims.

18
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We Claim:

1. A near-field Radio Frequency (RF) sniffer probe (100) comprising:

a plurality of antennas (102), wherein each of the plurality of antennas (102) is
configured to detect a unique frequency band from a plurality of frequency bands; and

a microcontroller (106) communicatively coupled to the plurality of antennas
(102), wherein the microcontroller (106) selectively operates each of the plurality of

antennas (102) to detect a frequency within an associated frequency band.

2. The near-field RF sniffer probe (100) of claim 1, further comprising at least one
filtering and matching module (110) communicatively coupled to the plurality of
antennas (102) and the microcontroller (106), wherein the at least one filtering and
matching module (110) matches a frequency band to an associated antenna from the

plurality of antennas (102).

3. The near-field RF sniffer probe (100) of claim 2, wherein each of the plurality of
antennas (102) is coupled to a unique filtering and matching module from the at least

one filtering and matching module (110).

4. The near-field RF sniffer probe (100) of claim 1, further comprising at least one switch
(108) communicatively coupled to the microcontroller (106) and the plurality of antennas
(102), wherein the microcontroller (106) selectively operates each of the plurality of

antennas (102) through the at least one switch (108).
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5. The near-field RF sniffer probe (100) of claim 4, wherein the at least one switch (108)
enables the microcontroller (106) to operate each of the plurality of antennas (102)

individually.

6. The near-field RF sniffer probe (100) of claim 4, wherein the at least one switch (108)
enables the microcontroller (106) to operate each of the plurality of antennas (102) after

periodic time intervals in a predefined sequence.

7. The near-field RF sniffer probe (100) of claim 1, further comprising a scanning speed
module (202) to control frequency scanning speed for each of the plurality of antennas

(102).

8. The near-field RF sniffer probe (100) of claim 7, wherein the scanning speed module
(202) comprises a plurality of keys (204), and wherein each of a plurality of key
combinations for the plurality of keys (204) is associated with a predefined frequency

scanning speed for at least one of the plurality of antennas (102).

9. The near-field RF sniffer probe (100) of claim 8, further comprising a display module

(206) configured to indicate a currently active key combination from the plurality of key

combinations.
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10. The near-field RF sniffer probe (100) of claim 1, further comprising a plurality of
micro connectors (104), wherein each of the plurality of micro connectors (104)

cooperates with an antenna from the plurality of antennas (102).

11. The near-field RF sniffer probe (100) of claim 10, wherein a micro connector from
the plurality of micro connectors (104) receives an antenna from the plurality of
antennas (102), and wherein the micro connector enables unrestricted orientations for

the antenna received by the micro connector.

12. The near-field RF sniffer probe (100) of claim 10, wherein a micro connector from
the plurality of micro connectors (104) enables detachment of an antenna received by

the micro connector.

13. The near-field RF sniffer probe (100) of claim 1, further comprising at least one
sensor (208) for controlling activation and deactivation of the near-field RF sniffer probe

(100).

14. The near-field RF sniffer probe (100) of claim 1, further comprising an interface to a
spectrum analyzer (114), wherein the interface enables sending information related to at
least one frequency detected by at least one of the plurality of antennas (102) to the

spectrum analyzer (114) for further analysis.
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15. A near-field receiver (300) for sniffing a plurality of frequency bands, the near-field
receiver (300) comprising:

a plurality of antennas (102), wherein each of the plurality of antennas (102) is
configured to detect a unique frequency band from a plurality of frequency bands, and
wherein a microcontroller (308) selectively operates each of the plurality of antennas

(102) to detect at least one frequency in an associated frequency band.

16. The near-field receiver (300) of claim 15, further comprising a connecting module
(304) configured to:

attach the near-field receiver (300) to a Radio Frequency (RF) sniffer probe
(302); and

detach the near-field receiver (300) from the RF sniffer probe (302).

17. The near-field receiver (300) of claim 15, further comprising a plurality of micro
connectors (104), wherein each of the plurality of micro connectors (104) cooperates

with an antenna from the plurality of antennas (102).

18. The near-field receiver (300) of claim 17, wherein each of the plurality of micro
connectors (104) comprises a Micro-Electro Mechanical Systems (MEMS) motor to
enable unrestricted orientations for an antenna received by a micro connector from the

plurality of micro connectors (104).

19. A Radio Frequency (RF) sniffer probe (302) comprising:
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a connecting module (306) configured to receive a near-field receiver (300)
comprising a plurality of antennas (102), wherein each of the plurality of antennas (102)
is configured to detect a unique frequency band from a plurality of frequency bands; and

a microcontroller (308) communicatively configured to selectively operate each of

a plurality of antennas (102) to detect a frequency within an associated frequency band.

20. The RF sniffer probe (302) of claim 19, wherein the connecting module (306) is

further configured to detach the near-field receiver (300) from the RF sniffer probe

(302).
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